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ABSTRACT

This paper analyzes the structural limitations of conventional, human-centered, and reactive cyber operations
in the context of increasingly sophisticated cyber threats, including advanced persistent threats (APTs) and
supply-chain attacks. To address these limitations, it proposes the concept of a ‘Cyber Drone” as an
autonomous cyber force element that applies the operational logic of physical drones—unmanned operation,
persistent reconnaissance, conditional autonomy, and effects-based operations—to the cyber domain.

Cyber Drones are defined not as individual technologies or automated tools, but as distributed force units
capable of autonomously performing cycles of reconnaissance, analysis, response, and learning while
remaining integrated within a centralized command-and-control framework. Through case analyses of the
Stuxnet, NotPetya, and SolarWinds attacks, the paper examines how existing cyber defense architectures—
characterized by centralized monitoring and post-incident response—are structurally vulnerable to stealthy and
persistent cyber operations, and explores how the Cyber Drone concept may mitigate these vulnerabilities.

The paper further analyzes the legal, ethical, and institutional implications of autonomous cyber power,
focusing on attribution, proportionality, accountability, and auditability. It advocates a model of conditional
autonomy under human oversight rather than fully autonomous cyber weapons. By framing Cyber Drones as
a force element aligned with open architectures, software-defined systems, and service-based operational
concepts, the study derives strategic implications for the institutionalization of autonomous cyber power and
future defense-industrial development.
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