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Defense SW Secure Coding Application Method for
Cyberwarfare Focused on the Warfare System
Embedded SW Application Level

Choi, June Sung' Kim, Woo Je® Park, Won Hyung?®
Kook, Kwang Ho*'

Abstract

The need for security in the SDLC (SW Development Life Cycle) has been
increasing. Also, it is well-known that the error correction cost in the SW
operational phase is soaring highly compared with that in the design phase.
On the other hand, it is known that the security vulnerabilities have
decreased with the application of Secure Coding in the design phase. Security
for the warfare systems embedded SW of defense SW is very important,
though, but has not yet been discussed. In this paper, defense SW factors

and methods, especially the warfare systems embedded SW, are discussed.

<Keywords> Secure Coding, Defense Sofiware, Warfare System Embedded

Software
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H AR Ak AX SWe AFE 3} ofEAd o] w5Etal Q. ole uwhEl, SW o R
F AE ZeAdE tiFEIL vk A HE, BRuh tdd FoedAd we ¥l SW
SWel ezt 8o FF5HA "ol wal, SW A9 FHekd 2 g E FUhsta
ATE 71 ZAPAR[23]E0 WEH, SWollA] EAsk= FH k] 60% = SWD A <]
ZRIaHRY Lol HASA He AoZ e Arh[1,2,3] oleld SWe] Z 21w
BoFe HAHHES SW Fa A WA 553 HAGH AME EF< CWE(Common
Weakness Exposure)[16], CVE(Common Vulnerability Exposure)[15] SolA &<2lo] 7}
Sotth,. SW 994 27 £ AAGA dv] 55ste o= gEA e, Ui
B el HES ), Bet HIHE 20040%, FaEE Aoz dHA dth[123] F
U FE71Ee] ARAAN dd SW Hkd BHE tfFS FAHJMHAT A o5
71 ARA A gal gHeldA SW T EQE o A Golets FHOoE ALy
th[1,23] 22u, G2 s ztar gpy o] Frkstar Qe Atolw el tf-§-3she] Heb
8% I SWaok, 53] F7IAA WgE SWell diaia = 1 3 Ak
of FAZ &, A wHRE WA & dHEolnh g WAool FrIAA U
SWeh= o2 ddl, dA7EA AF FEo] SW /MdEt A8 Ao A8yt

ot

N

HA Ze Aol ofo] meh, ¥ A= dAA AF SWIIE R
a A X FIAA WD SWell tigk st E ok} Alsto] s o] A8 kel of
o]

O i1, O oX fo O 3@ ok rl
:IOL_A‘

2.1 SW g Z2otat AIR0 2Eel e
SWrE R ool &, SW /i abgol A Adae] Ay =eld of Fom i, SW

M S Qi nerdepEa molebg e Anstalsl A AAVE mere e sl
Aests Qee] wetdE RS du@Th WAE SW ARFIge 74 wAEE o
FHE LE RABES , o}

A& AAs = Aol =
HH, w=e A, SW JIEHSY FoAdS AdAste], mla HEQJHEF(DHS
Department of Homeland Security)”} SW7R A Ao ojgk Hetds A4S &
3 AP Arh[l] = P RE7|EAFANIST © National Institute  of
Standards and Technology)[16]8] A4 &5 S T, 2+ dAE 53 A2 558
st o Qlo], AR FEA2Y P53 & Aol &8&akal drh[l]

el A S ok A= £ S ARAARSAFZAII(DITSCAP @ DoD IT
Security Certification and Accreditation Program 2000)3 % ¥ AR 7]z HARA| X~
1 & ek W W ot g H(FISMA:Federal Information Security Management Act of
2002)5 EaAl, SWe JIE @A Aol Zd A& HAAFA AA VE &9Es H
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FA 2 Aek[2,3] A okA
= MdHQIle == 719l CWE(Common Weakness Exposure)[15],
CVE(Common Vulnerability Exposure)[16], SANS Top 25 Software ErrorsollA 4 H¥
y&s dedor & dredeta vk unk, 1 B4 A8 Foprt vt Aol ek
dol FI1AA WHd SWeE WAV b2 TA47F At FFGRPAE Tl =AM = AlE
Ao R= C Aol 249 7hol=, Anp Al§Fo] Y7ol t=Rol= 2np Al§fo] 34
Zbol =& ek, AAlsta drh CeF Apuhe] A5 dojx 546 digk &S 207t
A Ar ®BFska Arvhl4,11,12] 18y, PP AV F 5 AAVE HE GEA
Al F83 T5 YA AE FAHOE kst FAZ Qla, WHFE SWEokd+= A&
of AgEA =i Qrh. TelR=R Alolvide] di-gg FUIAA WEE SWeo rE<t
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2.2 2 ANARH Y E

A, Wgoz JPHcbe AHLHE= AlFo I EZE CERT-C(Computer
Emergency Response Team), MISRA-C (Motor Industry Software Reliability
Association) 5°] ¢th[1] CERT-C+= 1271 #HAH EA 253 I3 dv] =29 =
221702 o] Fo A Uth[15] o], dwrdel C T2 IAYEY HAE ZYE e
a8 4= Qluh[1] Wb, MISRA-CE AH5ak 3 Eofoll Ao SW A A &S 38 A
Ag gzt AEak A WEE SW RokE FAow Ay glont 1 AgA ol
AAE o] FF/¢F, Db, wH Hop Sox I A& WUt g A 2L
AT MISRA-C 19982 F 127719 &, 93711 5 &3 34719 dx &8 7HA L o
o, WA WA MISRA-C 20045 21709 #HFH 54 253 F 1417019 HFH iy
APER P o, HE 3o wel 121709 D5 HE E3 2009 A HE
22 FRYo grh[1] MISRA-C Y ES u7lE Fujya glo], dwtx oz Fiy
AAE &2 AL Atk wiEel, olE FHIA Ed At = oo g HxE
MISRA-C G &S AaA s Aoz delA 3= JSF AV C++& T3l 8t = AA
olt}.

U 2180A AFH wel Zo], el kAo
7hel =, Apuk Aol Y7ol E k= Rol= zup Aol =
71E HAFH g2E9 CERT-C, MISRA-CE 7|22 o7 Fuxs st oy, AAdaA

ol
N
)
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oA Hg3E Mol FE FAMAAY AREITE 3 PAHA 94S FAHoRE s
T @l o S, FAHHARE AP E9 HS CERT C¢ MISRA C7F &L
= 100720070 o]/ ge] Eell wlsEl], g8 mHEo] dojdE 407507 HAE2 FHeFH o 3l
o A, S bR cke A FEF I Qe AT Y Fo9ddgy A F2 107)
A gEow HAYx=d, JdEs = #e g9l Ao A Fo, HobAd Ao FA )
R EE:LE'“} A= @A A4 718 AR 9F5 HAa A Fof 93z EFdgd
Holg A% w=F A3 oz dAo 23X Heob 8ol Hg wWel y|Heol &3 AT

A
ZS|
a9 EF Abgol Fr e FEew AFHT Yrh23]

AT FAAE dA AAMT ARAAE FALE =YHI] Alzhe AfdRel
85 THSWeE F71AA HEE SWelle A48 7hsd Weks AAs= Aot ol&
3, FF NCW g 34l A 513& /‘}Ol‘ﬂﬂ‘ﬂl/ﬂ A = s FAA HEE

Z

SW 9 7+ FAlE, AT £8A548, A=A, 719A, 7H8A, viEAde]l AT
R WRES whdEeteE Aottt a2y BERE B AFoA 54 Ao ZHES AFAHoRE
AretAd A&AtelE Adstes A, B A2 AlFe] 29 E AAE ABste A
AT HLE HolAd W oofue, Lﬂ*r‘/} wdgk golrr EIlssith dE 59, A4
A F-AA A NEREAGEAN] AP, R AdEH AN EA(KISA @ Korea Internet
and Security Angecy)Z} Aol Y #H AT AL "H2® AL QA& F3, Al
el AA 71E v= AHEE %G‘JEE Aste] =& AA ¥ &9 AApEolv &
gk 7}7}o] AlSfo] IS sAdstE AAEolY B

{0

[¢]

2.3 3 =& SW 2@ #3F 5274

$eluete] @A Sy SW #d FAES SW olREeely Aol uYe WER
gelarm 9 etk ey, S SW AR B AR CEAAA U4
SW AR BAAA WY SWAF AA FAAA AFBAANN RAAA &8 10
Fo A ATAZ AAE 7S wBAoR 9 A gAsm Any QA 2E
T 5 A SW IS AFSUA, SWH AN fejekd naryel Bade A
st Qthls] Ea, FAAA SW EQ Bl FAANESW EAEL Folzl aTE W
37 9% S 9T v SW AF BE 545 £YEE SW 1S A% E
A54E MEY BB AFehn e, oF 1509126 715 FE 1)
Hol, YA AL FAW, not B WARL U Ao Aok Fh[l]

A, B 35 SRANE BEeed BIAY ABE(AERE I
FRelAd O AGREEFERAGEDE ATALAY L Folabglel tlg T4
Aol tstel By ASAZRE AAUSH AT TALA S 5] FE e
g oSt £Y A /194, FA4 R HEAS MPoR Anus gAe £yl
FTEl6] 92 WA ST 9o, mot Bayge AFsm

AdHow @Y FHES SWALRe} Aol mdel Ha LAY g
Ao 44 47 52 AL AAT e B SW ng RTE ARAo WA
3 g Ao Aok Bk @A TF SWok #Ad T4 oAE 93 o5
Fgstel wAgtam <y >3 vt



Aol M S PI3t Fu SW HwE Mg wot

ISO/IEC 12207

ZI|HAH AZEY O FHEE) H| 27| 4| A 2T E9)0f
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FIA A SW Eokel A 7 AA WAd SWe AR A RAA SWeks duko] A o]
dat7] og ERAAE & & °‘2U%, AHALAA SWell v F71AA fgsy Swek
T HE g5S B 5 gtk o SW ook o A8 o]efdt Ao, it HA,
Mol Aol Z lal], duk Hopsl= T ofe] 7pxZ Eeho] Wy & 5 gt} &3
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3. SW JHg 2ot Ag Yot

3.1 MEXIZHMA SWOl Chet IHEEot HE ot

S SW oF #eE fAES 7IEo® SWARRS, S Al 24
A AHaAere] At dopEth HUSW T A e A B A A o
o] AA Aol o]Fut Hd Woli, AntelA dg] AEEHE AREE o
Alel Az 2A v vrb gk Avb 1 AR A s Fejola, dge

&
oz AN
2 2 ot

L oolm MA R FABANATE R EEA AR TAANAE At gk
delmE, FWSW F AABRAAG Y MS 5o AAL Fgle AR
ZAQAZ el AInet ALdUE A4 2 GAAA LR} 29E

A
s FEHW 2 et g2 Ao Bud
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FAF, T okl A AMEE = RE M| o) o] EXIEHE EE SWIF £ 5 HJH
ANA RS AZAADITSCAP : DoD IT Security Certification and Accreditation
Program 2000)°] °ols] AS= i Y& Atstd, 8% 2 AAdd gt Hf7 A o
v 29 stedlofe] Ager Bt AT s 7ot A8 et Ak A2xk o
gade] A, olgtaw AFFA Y AZ" PCe ZHH T 77|50 =g FEo]
s o] olgtaate] A FEAE ndho] ¥ At Ak 7 wEokd AL o] ¥
A= O ol He] o] ofymE AHRAA HEAT Wt JA] e Fiolth 1
g}, o] B AT AEE AEHete] HARE AIsHA XIEE g5 HE
ATolA oFaz} gkt

0;

3.2 LI MA SWOIl CHet JHEEer HE ot

S SW ATESr AgelA b BA B AOR s ok A ARSY
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AtOIHE HE2S #Et I SW ZHEEH & ot

D AZaHZ2AA SWol| g 7Adret 28 et

AZBGEBAA SW F, dxAA AARJ CAAAS] +8 SWES 7]+ =
o]AE/AMH (Client / Sever) W2lo]lth 1eju, 20000t o] % e 7o A= CAE
H] 23 KJCCS(Korean Joint Command and Control System)E H] &3k F 2] %3] A&
CAAAEEL 7122 o=z =4 CBD(Component Based Development) ¥ &S &838}11,

Au) 2 HEAl glo] A= A H] A~ (Web Service) HHAl& %HEHO}-T’— AT
adeg, A4 A8, E4E= xg»a%ixﬂﬁl 2 14 H]2(Web Service)
AAL 7MIXE Aoe=w B £ Qb mE g5 wkbd HJ?{}O] SOA(Service-Oriented
Architecture)°o] 22, F& Wlo] oA dHAle} & Welel Aol §IE AR oA
ot 5 Wt dols &8 FPE oAM= ArtE futol v €8d F dnkeE A
Lo zpolvto]l Q& Folty TR RE, MAAAARAALY] BdE, FF As/FoR
F7F s = Aol AW AV gt Agol dAAEE ZHdYa 7)vkE vkt A
AARE A EQE AR A&t Hn dAA A3} Hol &8 T AAEY Afede
ofw] AEH o )
HEW, 2] 7
2

2sh glu, AR

why Apglolm g sfibE ol g uiito] ofyn sre]e] ASES A
$ 71&(Legacy) AA tlsiAs /TR 48 oF3e
o2 TEHAZIE AE Wdom Adsta o

2) F71AA WZd SWell g 7/pdrEe 8 ¥t
FIAA WG SWa Z4F F71AA WA i Anle] dF ddd dEo
A& ] = SW‘E ojmjgtt}, gk FI|AA ilfr st=dlolE Aol Vles AlEs

T, 25 F71AA W SWE E5Fe7] o], dubHl WY SwWey R
] ”4[15]

gbH o SWOH gk R E A8 A gdEHE TAHES LW

AAA Y= FARE F23 Sold FEew virol 4 ARbZ QL A
LA Frrek A ‘573, Al GA A 8 ARE ST
& Apoloh TR AAl A& oF Folth

FAA WEE sWrto]l ZHAl He LFT EAFEL 71 AT ZPES A8 A
A AGA o Foltt. F2IAASWeE F2IAA WEE SWel Az AAe Wt
A wo] AAle] 5o vheFeto], dEHR1 A Eo] AFdEn. ajrz A4 FIA
A SWeb #7147 WdE SW 75 FAsHA A& Fsts 2ol Adasofoprt g}

F21AA WEE Swe A wE JpRrt A8s fsMs olHd E‘—Exﬂﬁ] il
ofstol FIAA} FIIAA HED SWE ALFetar, 4 wopdE, AE&FEs Aot

=

b= Zlo] dastth AA FIAA HEE SWell AEEE A& A, 7Hg EA7F ¥
= A2, HFE SWell disid= AT AT JAVA, k=R ol= JAVA 7}o]
=2 AlSletaes olgr kg Fa AmTE glvbs Holth e, @A FI1AA A
AA dolA, FZIAA WHdd SW F JAVAY t==o|= JAVAS HFT& 18 A4
gtk A e FUIAA WAEE SWe C e Crr2 JPRE I glo], iEoRe]
F71AA Hdd SW el = 71E AN A 280 015':“3}

olo tigh da WHoerE, VIEY] F& AYES X THAES T8k, ¢
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