ISSN 1738-6144 Journal of The Korea Association of Defense Industry Studies Vol. 28, No. 2(2021)
http://journal kadis.or.kr/ SHEHRARASISIX| H28H 2S \ http://doi.org/10.52798/KADIS.2021.28.2.4

=]
[y
=]
[y

T 2021.08.22
2P 2021.09.10

F71A1A telAH=EHS L3 7 AE 9 f1dH7 Higt
Technology Identification and Risk Assessment for Anti-Tampering
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ABSTRACT

The Korean defense industry is taking a leap forward into the global market by securing international
competitiveness. Recently, threats targeting defense science and technology are increasing, researchers are
moving abroad illegally, and cyber hacking attacks are occurring, so the need for anti-tampering is also
required to protect the technology of weapon systems for export. Anti-tampering is the engineering
protection measure to delay and prevent technology leakage through reverse engineering of weapon systems.
The United States, a major arms export country, has long applied anti-tampering to protect the technology
of weapon systems. Though Korea enacted the Defense Industry Technology Protection Act and focused on
activities to prevent technology leaks from defense industry, no technical protection activities are being
carried out for weapons systems, and there is no guideline for technology protection of weapon systems. In
this paper, we propose a method for identifying defense technology to be protected in the anti-tampering
process and a risk assessment method for determining whether to apply anti-tampering. The proposed
method can be used to develop anti-tampering guideline to be applied to weapon system acquisition and
R&D procedure by the Defense Acquisition Program Administration and R&D institutions.
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