T 2023.04.06
21 2023.04.24

a3 AolujAtERe] Qmel A BA

Analysis of the mission and role of the USCYBERCOM
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ABSTRACT

Established on May 21. 2010, the U.S. Cyber Command achieved its full operational capability(FOC) in
2018 and becomes the united combat command. USCYBERCOM uses 133 cyber missions teams to perform
its mission. The cyber mission team is organized into a national mission team(13), a cyber protection
team(68), a combat mission team(27), and a support team(25). And USCYBERCOM accepts the concept of
‘Defence Forward’ to carry out its mission. Forward defense is an effort to prevent enemy attacks in the
early stages by physically deploying them abroad against enemy cyber activities and is an active way to
cooperate with allies. Recently, the United States plans to add 14 “space operations teams’ to its 133 cyber
mission teams to support combatant commanders in space operations. Protecting the nation, the lives and
property of its people in cyberspace is an important task for those in charge of national defense. This study
analyzes the mission, role, and recent activities of USCYBERCOM, which is responsible for the cyber domain
of national defense, to contribute to improving our nation’s cyber warfare capabilities.

=z =

20109 5¢ 2199] Zd= u] Ao]HARIE(USCYBERCOM)E 2018¥ SAZASH(FOC)S B4 STAATAE R
7} = irt. USCYBERCOM2 133719] AfolH] U €S Eh8olo] UFRE =3h3lrt. AtolH] AR H2 A7IAFE(13), Alo]
HESE(68), AFAFH(27), ALE25)L2 WA, AT +3S fJoto] ‘AXl wWol(Defence Forward) 7Hd-& =Yst
I Qurk 371 wojgt 9] Alojy & figlote] EjFog el HiX|sks ACE %7] WA 9 A Wafst]
st 2ol FH=3t Feotr] gt A3l whHoloh T ul=-2 1337) AlelH] AR "ol LA AR F TS
A hetazt LA 14715 2718t Aotk M2 JESI Ato|HFtof| A =7tet =ulo] Ay AakS Hsk= A

£ o]EoAlE: 8% dFoltt 2 AT A AtolH 99 FAAE USCYBERCOMS| AEe} 4
Sk ZE 8 5 52 A5t vt AlolHA t-SEE FHAIZIET 7105kt st

Key Words : USCYBERCOM(O| AO|HHAIZEE), National Mission Team(Z7I2E), Cyber Warfare(AHO|H{X), Space
Operations Team(RF&HE)

ISSN 1738-6144 Journal of The Korea Association of Defense Industry Studies Vol. 30, No. 1(2023)
http://journal kadis.or.kr/ SHRLARASISIX| M30H H1S \ https://doi.org/10.52798/KADIS.2023.30.1.3

*

*%

0|24, ZEEZXX}, E -mail: lyskms@korea.ac.kr)
ZHY, FSUHTASS MR

Journal of The Korea Association of Defense Industry Studies Vol. 30, No. 1(2023)

31



0|8, el

[a—
x
u

AolulBRbe A o] Suise B4 golot 4
o] gt 92 glo] B thef BEL 5 Ak AL A
oFo] gl Aeolc}. AolMB7RE MY MO S Afo]
HIZe 7l(key) YT QA oA BAT & U
e 253 k) E e 54 A, AjzdoR
Algker Wt gick. ghla Bl A= A4, Aol
AT, BT TAAG, FHSIE GF HZol} o] B

2 gt
20224 #HAJop-2Fato|ut A
%?J_—ch*é Qﬂ' —_.;—'6 _4 ’61]'.1]]/\]_%1

goll Al&5] ti3sr] Rt A A% S "o o] &
OFA|aL th.2) sro o] ZAYX BjAof-g-Atolt Z1A]

MAY AtelHdo] ]2 A Ao s~gE ZolH, AoH
oz AEsiA AlelHidor e AdRel 8 ZolH3)
SHH AfelHEZk2 AelH RF(F7DAR ]I 544
3= ol d=5 F7IokL ot 202230 Hek2 169
AT 2EE deeh oz EHIT ole 20229
1 AA Fesh 23a9 3§ 389 259 43%7F 9= =
dojm 2021 dEH 48] S71%E Aotk &3t 20204 F
FE0] 19 4,200% €29l A< Adted 1187} |
+ FYolthd HiFEo Hit deree iHow Es5t
Aol Hete] dF7] Bl miabd A 2ol ARgE
< 970 FelRitt.>
AfOTHEZIoN A 9] T2 oot Ao diek 2= A%
2 SAE 7Fs3 s, @dl S84 AR E =7t
s A AARCE E4E =7 Al2"d gtk A2k 7t

=]

il

TN R A0 27IOZ BRtED, A
A R7I-AL] SAERL 71HE AR HEE MY &2

i ey i)

1) D24 Y2 MYFH0| X|-5f-
I:h_l;o}- 7|$O| HEX -| |-6
Ho| H3E JINg AOICh(EA=, “Dl2iNE OiH|Ske AKX 3
FACFUsu f%ﬁ FQIMRIEISIR]; M29F M35, 2022.)

R IXIEE 7‘.J%*IEHOH AH2 o= MEES TEMA FHE

. TeIRRIRASSIR]; K297 MI3Z, 2022.

U}o|u1x10| BE A, SUR0|00, 2022.

4) "nbcnewss “Crypto hacks stole record $3.8 billion in 2022, led by
North Korea groups”, 2023.2.2. https://www.nbcnews.com/tech/
crypto/crypto—hacks—stole-record-38-billion-2022-led-north-korea
—groups-rcnab68602(ZAY: 2023.2.14.)

5) "The Korea timess, “Ranking US official visits South Korea to
discuss cyber security: NSC,” 2022.7.29.

ol

32 F2HEoJAIRISHS|X| K30 H|1S

r

Aol 73 1 58S EHoR Mt %raow
e AR fARt Aold] =L W o
S} 359 MjESES THshs /& A9 Pz AME
2 2 ek Aol AR HA AAZ 99 ALgHH 54
273t o] St P07 AgHt. Ay HAe]
Apold] AL Arrt 2945 Hole o AHL. ol 9
3 Afoluji ofo] AoluBZiolA WA ghEs A
s, Ho] 5L PefrtozA ofEt AFEE A
qt}. Aol A4 ol Ro|M AL ARSI ol
w27 ZA% 4= Qr}6)

mlFL o]gt FPAke] Aol
37 g 242 84X, wAe —s}oq 2010L%°ﬂ% Aol
HAES FYAT Aol S5 o) I o}

i

A1 &S

Qo U= Aoly]

o= T114d

2 welE AL Ak, 22l o] AlolulAEe] YR
i o] Higt A7E 7o) 7] ofsig, T B A7

] ApolH|A %
Seet Aol 37 thed SFAA 58 P 52
3 FuAEz geuied 7lolstnd gk

UF 9 A2 FF 52 AUs B

2 Qar

O] AOIHAIERS] 272t Het

bl =k |

—

2.1. O|=2] AlO|H HT ZE|7)

ool Aol JEE AEshe=
#(DHS), ¥FFDO)), FFFHDoD). A, FEFET
< AfelH FsAraLe] Higt =71 B, oy gl gsjet &
TE 25 I At g Fajt Hool FHoby
BHe Aunsit E4), HEE(DOJ, TAHORE FR)=

EL =1

6) James Di Pane, Cyber Warfare and U.S. Cyber Command in 2023
Index of US. Military Strength, \Washington: The Heritage
Foundation, 2022.

7) G. Alexander Crowther, National Defense and the Cyber Domain,
in 2018 Index of U.S. Military Strength, ed. Dakota L. Wood,
Washington: The Heritage Foundation, 2017.



O MOIBAIZRS QB9 ofgt 24

Atol¥] HMHE ARIL £4& A5t 7148 B3 =W
=7t tE BEg FET AtolH YRR s
24 5l ezof Hofdtet, Atols Hsfol Higt %71 23,
o gl gofe} B 2Ystke IEETY IFE Ad
St7] sf AtolH ARRARE 243 AR, =FF(DoD)
+ AN =7 B2 ARE HATHH AtolHs
2t dieh o7t Eobdo] whE =7 /bEe] e A9
= Yobshs €52 o

=G AtolH FHolA ] Ato]HARIF(USCYBERCOM)
< Yl 7HA] &okll tigh &0l AL Ao A, viEe
g3staL EX4E Ndshs RS0t 4, o-of &5

|tk dlelEE gSshe JE Zaolth AA, AlolHE
bt S8 Rzt BHo W P} oS, A9 viHo]
., deH"E &5& gt A, A F/4(Shaping
cognition) OF= Ato|¥] ZAIRE, AR, AfolH
golzbd, AtelH 242 59 Yl 714 Fles FEd
o FAACE HolEedS fRt AlelH HAFZEHCSR -

Cyber Surveillance Reconnaissance)’, ‘Backdoor A

A & % 52 Adl S AR LR FH|ske o
ZAZAA(OPE:  Operational  Preparation of the
Environment)’, Ao|#] 2 ZFo] ditkrE FAJok=
‘Atol¥] ®o]ZA(DCO: Defensive cyber operations)’,
RIS At et © VIS A% A FIIA 27t 7S
< AFsks TR0 AtolH FAZH(OCO: Offensive
Cyber Operations) ©|t}.

2.2, 0] AOIBARIE &4 O[Mo| Al 37
i X%

o= AHARGREZE =] A9l 199749 69 9
2A~13Y] ELIGIBLE RECEIVER 97 &#18)& $~35}3ict.
35 o= F7HAHHE)7IFHNSA, CIA, DIA, FBI, NRO,
DISA, DOS, DOJ)¥} ¥IZF BAISIALE Hofstl o, NSA
7F HER o RA Al AZH AlolH F4 ARE TP
9t} o] S &3l NSA(National Security Agency: =
7REE)E thggt AtolH Hs &5 gt AU=|e98

8) “Eligible Receiver 977, https://en.m.wikipedia.org/wiki/Eligible_Rec
eiver_97(ZAil: 2023. 2.16)

Journal of The Korea Association of Defense Industry Studies Vol. 30, No. 1(2023)

Il

Ol

AAstda, AuHog F7HARl Afold FoRdd g
oS HASHA ]l
W= 2 JEAAENS et 24 FHAlE 7dst
o] 19984 DISA (Defense Information Systems Agency)
9} Al 9= JTF-CND(Joint Task Force-Computer
Network Defense: HFE HERT ®o] FAdFEA)E
A3t

JTF-CND+= 19999 Ioj n] 2-FAgF(USSPACECOM)
oiste] HFE UEHZ ZH FEUFFH(TF-CNO) =
Wdgior, 2002¢ 10€ USSPACECOM dfA| Fof=
JTF-CNO7} 1] HZAGF(USSTRATCOM)ZE F&= it
0] R 20049 F7HF FAPAEOIA AlolHE kS
,HiEh 35 2 &5 J9 A B9 dgTew A
W= o] A2 oA 2 JPAAE Holst
Ue TYE AR Sthal ARk 22 S
A3 (Donald Rumsfeld) =432 JTF-CNO
of & FAYOoE relon, ZAAQl Alo|Hg1t 2
2 st JFCC-NW (Joint Functional Component
Command-Network Warfare: &7 67 3A-HESR
FAE o= WHAIF

o

H

A

A

o2 Ho

ol

o

A

[ R ¥
or, ML
R
o o o

=

2.3. O] AIO|HAFEE

274
o=

M 0l ESMEAZYED

oO=2 X oHdiL- o

20099 6E7HA] W] AZARGROIA HAIRAR R
£ $Js1d JFCC-NWF JTF-GNO(Joint Task Force-
Global Network Operations: e UdFE-HAA HE
A3 AA) = Al FHE ARl EHE Alo]=(Robert
Gates)?] HIHE 53 ‘DoD Afe|H Hof'2 AHH/JI0% 3]
o7k 20109 59 219 1] A]HARYE(USCYBERCOM)
E AU

9) NSAE 29| AfojHf 32, IE=, SE&2A St 7|8 &, 2 X
S =2 Ak, O HEAT AR & DDoS &4, o[H| =23 3
3, LY, St Yol 25 S& oiAC. 0] 2 AO|H SH=HM HEY
3 FAYO| LS AZa HHE HAE 0| ZZETHA AL

Oist 2247t F&C=2 SIIRHC
10) 0] &= 285 ¢7147} 2010H0] AZSH USCYBERCOMS| E&0= U
SCYBERCOMO|| &5t & Z=[Q1 JFCC-NW2t JTF-GNOZ 7|21 A0|H
37 ATE S8, 3713 Y 36| st URE HHIMCE (U.S. Cyber
Command homepage, https://www.cybercom.mil/About/History/
Aol 2023.2.20.))

33



0|8, el

A F7IREESH(NSA) =oldd  FFA
(Krith Alexander) €2 th&o] 2t USCYBERCOMS]
Al HHA = S FAGE Aso] EA7A olojA]
I ek FEe; 2 AR F 7|8 42 AHE
St Ao disiAls & Urtadl(Paul M. Nakasone)!D A
Bl 20224 A FARIRISIoIA TR o] S5k
th12) O ‘Afo|HAREHESL NSAS] A7} Ateld], HH,
2 mE Jofll A =7kE A%t 8% 2HE FAck=t
Ao, o|FAstEHTAE AY, AdLT, 9 &
3} =89 T AL £ WP 2 dF aE
& FASHHA - 4= loug Ao Jugt, 344,
2P W7 S71l e A9 Mg RS st
o] wj-$ F8sith i TFch

USCYBERCOM:Z 20109 5¢¥ 219 -7} FAlo] 7]
E22%3(I0C : Initial Operating Capability) < 2=
ot Zlog HriEl9ieh 20189 29 15Y9le “AlolHE
oA o amHoR AHsty] {5 AT 7EAHY=R

ARA7IE FAR FstwolA A13] Afe]HE1t
AF13)E hFste] HFHoR AtolHFztk 2Hd
IS F3-HEstiom, 2018¢ 5¢ 49 oA
(FOC: Full Operational Capability) & &4d14
SHHFARG R 1R SAE .
AEAG = T 250 ostof &-5f-3-

E4A THBAYRE THE PEROR A 2
ol
o

ezt

o

> rlo

22

DY A
jatal
=]

o 4

o> rE

koo ot
1%

of
o
N

¢

ol o
ok

sefjoln] Afgol thge] BYE ul2o sy
11709 BRARARE Aoz ekt 2, &
%, R E-fEe g, 95, J15Es 4NEST,

Ae, =5, AoIH)9] AIR7E HAEo] glom Ato[HAL

11) 20185 E AO|HAERY NSA =& Z=lotn QUCt

12) Paul M. Nakasone, Commander, United States Cyber Command, p
osture statement before the Committee on Armed Services, U.S.
Senate, 2022.https://www.armed-services.senate.gov/imo/media
/doc/5%20Apr%20SASC%20CYBERCOM%20Posture%20Statemen
1%20(GEN%20Nakasone)%20-%20FINAL. pdf(EAL: 2022.12.20.)

13) USCYBERCOM, 2018
Proceedings, 2018.

14) U.S. Department of Defense, “Cyber Mission Force Achieves Full
Operational Capability,” News release, 2018.3.17, Ol= =7} AlO|t{
SOH7F MOHSZIM =715 Yol & UAEE 25| E2E D FHIEE
g 2E¥ol= o AMH|AS of&0|C

15) OIF02t A= HAHPHZOICH SHET X&0| 2195 2UE SN
X2/l = 29| M, Mz 280| 0|R0TIC

Cyberspace  Strategy =~ Symposium

i

ol

34

ISYeIetEIX] H30AH H1=

r

2.4. O] MOIHAIERL| TY16)

USCYBERCOMY] A HE Z2tE Ao|HAFH
(Cyber Mission Force)2 20184 & 13370l 9,
M) FAE, S 23S 6,2000] HoE2 FAgE o]
QJt}.17)

1337]9] AfolH] Q& R USCYBERCOMS] B5-Hof
ojH, =7}9] o]d& =355t7| Yo Ale|HFZt A A|F
311 5713 2 2= JF-S Stk USCYBERCOM
olstol] 47§ Eok= 6] H Alo|u] Q. K= ZRpe] E4
AEE Bl ol& Ayttt

ol 29| dEgS FAFHo=Z AwHA A, 13719
F7HIRE 2 AlojH FAORRE w3t 1 odg BHS
She ZA0=, Ho] &5 Aot 34E Aol A4S
E9A7] 913t 7152 B9l =7HE Holdth &4, 68719
Aol H 52 wl2A Zsfol= AF7|&o] it HE
HET 2 AAHS ook Ao&, 473(DoD) HE

g Polahi ALY PEE BIH ARS gt Al]

B Rojg sk AR, 2709 AEQRES a4
2 Ul A AUk B3 Ao|uB EikE AAstel
AEAGRE AYSE Aow, AEAHBe] $HEslel
URE A U] SAof AL AolulErt Ag etk ol
A, 25789 AYHS Tt YT L ARG E4 @

ALAAL AFSHE Zoltt,
ARAR TS FPAR] A4 uhet FEA R
9 UL G Aol AHEAS AL ofo] wre}

16) G. Alexander Crowther, National Defense and the Cyber Domain,
in 2018 Index of U.S. Military Strength, ed. Dakota L. Wood, Wa
shington: The Heritage Foundation, 2017.https://www.heritage.or
g/sites/default/files/2017-10/2018_IndexOfUSMilitaryStrength-2.
pdf.(ZA1: 2022.12.15))

17) MOIH| 7|&2 0| 7t RS FSt 2Ot OLZE MAMOR At-5t-
-2 010| SEE Aotz FMok= 20| 7|=20ICt (018N, =Y
el Ao B A S ME WEP. T2UHMAT, H1338,
2017.)

18) U.S. Department of Defense, Joint Chiefs of Staff, "Cyberspace
Operationss, p. ix.



O MOIBAIZRS QB9 ofgt 24

US CYBERCOM (133)

| |

ZIHLR (13) AOIHE S (68)

| |

HEAUF @27) X (25)

(33 2-1) 20184 0% USCYBERCOM ZZ&|T

EX: G. Alexander Crowther, 20178 242 XXPt 24

USCYBERCOM= 471 o] AtelH| Q& RiE X|Hgtct.
S AP ARG E(ARCYBER)= AtolH 7 Hojjof 417
g At} st AtolHARR(FLTCYBER)= 4070 H
< Attt 37 AIHARR(AFCYBER)= 3971 ©<
dgteh. sEd Ato] ARG F(MARFORCYBER)= 1374

HE A W 1 QolE 7 22 AolH] EAIE A}
mel 7T Slek. A2 Aol ol
3 32AY SRES BEshe ATE gart §2e
A4 SeiE BEsor s, e A A SN 28

A 25E Boslor sfu, S A HgAE B
s L BA 7 2L A Axee 55 99
34 9 Woig oulsks AR AMER Aol A4 4
6‘(1)4?3‘]—

i} Aol gl 8 w8 Tigt Aolu e} ek A
i

e g2 os S3¥sjof jitt
J#:A & YrkAaH(Paul M. Nakasone) AfolHALT
o] AAlsl= USCYBERCOMS 7F4 %83 ZR19=

JCWA(Joint Cyber Warfighting Architecture: ¥ Ak
oHH opF|HA)E ol AAH FHAT HEUHT AA
A 29 JAAE st F7HE Wolshr] flsf 4=
Aok S 3 FH7F o] L 5ol A= A

MR- 6=
PRE FERe ol
2.5. O] AlO|HAIRIELO| =0 o|m

Z WA Y(Paul M. Nakasone) AFg¥o] 2022 4€
of A117xF &Y LA L3]olA 818l USCYBERCOMS]

19) Paul M. Nakasone, Commander, United States Cyber Command,
posture statement before the Committee on Armed Services,
U.S. Senate, 2022.4.5.

Journal of The Korea Association of Defense Industry Studies Vol. 30, No. 1(2023)

AF20E Fuf BA7EY FY2Vste] =7} o]9S S35t
I HAAZ]7] SR 22 Aol A, EF 9 JRE A
gl5tal AgYst= A'olot.

USCYBERCOM=2 &4 B FojzPdojr] =35 YES
3 BUEET F Q75 ®olE A sty s AA, =
W 29 olmalel DODIN(Department of Defense
Information Network: =5 FE)9] Hot 29, ®of
AA 9 O] IEHSS AFeth 24, vl vlw
o] =olof et A=A 9 AR} AEE AUt AlA,
ALo[HFZ oA AtolHgtts 53 MEAFHe] ZHE/]
= Al Y3tk

USCYBERCOM 4%9] #4
Forward) 7i'golch. AX Wolst s AFE AFS =
UE A9] Alo|H o] tigsto] WISt = JERES
WAI5k7] Sl MIRE 55] s8=a dEst, YEYA
&4 Aol YEKA oA 27] DAl A9 45 W5
517] sl ks, FH=9] AtolH Riel FE
g2 9ol B oE iRtk A Uitk

MR AfolH] FAANEE AAE HAoE A th
DIB(Defense Industrial Base) 3JAl= Ato|vg-7ke] A
of 3lom ool AlolH FYLRESY] HAo] EHIL it
USCYBERCOM=Z APH2Ql HH 375 &l WXt Ao
TAE AFsi7iar . vl=ollA 571 S8 718k AT AlA

20) General Paul M. Nakasone, Commander, 2022.4.5.

21) Paul M. Nakasone MOJHARZZ 7|2t 7t MEUHMNS IR SQAIECL
£35| ‘FBI(Federal Bureau of Investigation)Qt =ZEQHFEO| ALO|HHE O
L 7B HOI(CISAIY] HHe SXolH M O Lot g &
GUCH. HEz o gz HECZ IVE Hog £ gltt
USCYBERCOMZ I eX0ilA B8 Rutste Il MEHOA
oM EES 2SS ST £ Us THE MIot0] Xt At ket
S 4 UTE DY ARt ME XAlg Ad HE 2 =) MY =
W MEHSH &3 ot Zd&std QUch

ol

35



0|8, el

g2 HiF2 Rz &fol7] tizel ol WAe B Al
go] Het Qo 57t 29 AR FATIAL it

Zl O] AMOJHAFEES
S Al

x

3.1. 2{A|O-R32t0[Lt T

gAJop--Fetolit ARYoA HAJoREY] AfolH FAHL
FAolUZ APk vl= 4484 BARRI Viasat' &
#AOZ sfo] HolHE ALLE HAE HEHDE AME
5‘} th HAJoES o] RO s Xﬂc’}o};‘] &3k

I, Ae HE A 94 BB dFE FAH olof ot
S-=tolnt QoA 4T o] A ?lEiLJJZS) AZo]
ZolAA =it E S Aol Yx|gt S-Feto|te] 9
T ARl REIALY] Al2J3]o] tigh AtelH FA4L HE
Al 3AsH= HAloREe] tigh f-agto|ve] 8= Hsfist

7] 9Ih <3 HIALY AT Ao WAskh & Se
olte] g A, AY, WA ES Wk YEYD

off thgt AfolH] FAE W= AUt

olo] we} USCYBERCOM=2 20219 10¥%E #Alo}
o] Aol ST kRl #AEH7] ARk 5
Aol F7HAQ1 t-§-& Al&ete], 7224 ¥ st JEE
AlgskaL v] R} AgA ] Fa3k Qlae} oA Het

22) CIO|E MAIE Aol SZHL7IMAR! ‘HermeticWiper'E XI&SICE O]
o= 2 HMEPE 2= MBS Soll AZEQ0 X7|HAE S22 oF
EHIO[2A HE 7|5S REoI=E HASUC. M2t 022 0] & J|01

74 QBN SOl U AOH WSHAE 23| £ URACH= 0|RE 7t &
2 APTHARIZ ALEdk= EE20(2t0 AL (0184 -HASF, EV\I
Of CHf R3240|Lt AfO|H] MOl WS AR, "2Y™EMAT, H13735,
2022.)

23) Stavros Atlamazoglou, Cyberattacks Quietly Launched by Russia
Before Its Invasion of Ukraine May Have Been More Damaging
than Intended, "Business Insiders, 2022.5.18.
https://www.businessinsider.com/russian—cyberattacks—on-ukrain
e-may-have-gotten—-out-of-hand-2022-5(ZAM: 2022.12.14.)

24) Yurii Shchyhol, Vladimir Putin’s Ukraine Invasion Is the World's
First Full-Scale Cyberwar, 'Atlantic Council Ukraine Alerts,
2022.6.15.
https://www.atlanticcouncil.org/blogs/ukrainealert/vladimir-putins
-ukraine-invasion-is—the-worlds—first-full-scale-cyberwar/(Z
Ql: 2022.11.20.)

ol

36 F2HEoJAIRISHS|X| K30 H|1S

r

< AlelEs Attt £ AR ol el whet ¢

Agtoluo] FAYS vjR|ste] DODINOY| gt ZL5ES 7
slotgiom Atold HF 7| tiEt tg k=¥S 7S
stlch 1 A3 20228 29 249 Aot A e|UE
A5 ‘AW APF EH(Hunt Forward Operations) <
A|gstoi2s) L-Fatolubel NATO S92 U 3ato|ute]
3EHS Agstr] s 152 HEYTA A= A 9
AZ Adsto] sjdstar AepAFth. USCYBERCOM -
Aoy YARAR LS A& ATt IF HEHE
A ALsr] sl Aol R F8 HES A ¥
2 YEQT "o =g Agety 9k

=0= T

3.2 A

on

b SIE Z2IE(Hunt Forward) £2426)

USCYBERCOMO] Afo|H] 27} Q] B A uo]7j
de 7Es] Yol 9T HR 2Pow Fa I LAY
3 9jREo] YESAOIA ofeldsl Ajols BES HAst
£ Aol Ade st

AE XIS FAY BEE P FIHE oA A

B S B, A¥sln B3 Agsle] FE Holg
a}om ApolH] gigol] igt F8 YEYD] S
Aol
i

l:ll-l‘ ru{o o,
T %

ot
fm T
=

T T2 AR Z49] Hlo|ZQl Alo]H ZHo]
o 20229 5 @A AtolH =7} R Fie o AR}
gjFoto}l, EHYIE, SnpA o},
st 1671204 A AAZHOoZ 283]9] JIE I
(HFO)Z <3 &Astgct.

2
—|o
H
_Y,'-L
e
i
|
ol

25) “Before the Invasion: Hunt Forward Operations in Ukraine”, "U.S.
Cyber Command News release., 2022.11.28. https://www.cyberc
om.mil/Media/News/Article/3229136/before-the—invasion—hunt—f
orward-operations=in-ukraine/(ZA: 2022.11.30.)

26) “U.S. Conducts First Hunt Forward Operation in Lithuania,”

Cyber Command, Cyber News releases, 2022.5.4.

https://www.cybercom.mil/Media/News/Article/3020430/us-con

ducts-first-hunt-forward-operation-in-lithuania/(ZM:

2022.11.30.)

AO[H =7t A2 HOH(CNMF) AR 7 A Jo

0

'u.s.

27

=

oe Hartman2 “$1E
FE E2 oo|H 22|
o =l

= 0] ofo|xiQ]

ool = =

EHE T2 NOIO} U0t 8 BEAE 20
= S ESH0F BICL BRI, “0j2fE ARE £
KIS0l Q3 ML HEYIS aarh Ut
QICt 2k ULt

i<
=



O MOIBAIZRS QB9 ofgt 24

US CYBERCOM (147)

( |

=7FAZ (13)

AO|HES (68) HEY

. l_____

x| & (25) :

(33 4-1) 20234 0|% USCYBERCOM Z&T

ZX: James Di Pane, 2022.2 272 XMAZ} &b

3.3. OI= W &2 s ARM0| ot tS

USCYBERCOM®| “Atol#] =7} ) Foi(CNMF)'&
20209 6¥ SolarWinds 359 ol AFAOZE A1Z}o)
of 2021dof] Aol S Ransomware AHI(GE
Colonial Pipeline, 62 JBS, 7€ Kaseya) SolA "7t 3]
Abol] Y TR = F8 Aol EF ZAIE APt ol
St AtolH] ZAL FAF FZo] AFE I7kg Ateld
iAol Aol FHoE ARZVAEE SR
Aek71o] Hhs] FAREE XplofA] thsojFTt.

CNMFe| #8 52 vl= Al2d 9 YE S et
A AR Hojdel ZE QtHE 9 ¥ P TE|A I A
HE AlFste= Aolqltt. olF &l AlolH =7F dF Fof
Sl Lot B e i d i o L] b =K o) R et

2 o
_{

k==l
AZ Fof Heolet #97] S8 S 2XE Bfof T
7ol %8 Qluekg FAsks WLl 1Fe] 29 U
st g8t A7

Aolu] =7k 95 Rejel NSAE Ao) AAztom Fa
Hug Agstel, Aol BAAE o s WY
2 2212 7Rs5PA) Ark. olefet o] WAL 2, Jet
HEAE 9 DIB SA} okt Aol SAlE £
T 5 UES ushEA A2di SREY 2 wEe

251 o]t

VI. O] AIO|HAIZEO| Ojaf WX Hisk
4.1. O] AO|HAIZE L SFEHE F7}

USCYBERCOM=2 2023W5¢ 202747H4] 54 &<t 7]
£9] 1337l "HollA ‘F2AE 14715 F715ke] & 14770

Journal of The Korea Association of Defense Industry Studies Vol. 30, No. 1(2023)

3= 20199 12¢¥ 20¢ v 3+ &
HEE 0] £57U.S. Space Force)22 A A= =+
Aol Agsto] Tt FFAIEEE SO ERE =
AA S, o, 3=, 8, siebdH|thel ojo] 6¥iA &
d #Fo= (e 16,000 FH)5ISch Fold X
A0 2HE 100k o4t IO F Z7+e 283t o
& A S AHE FFT 5 e FHE 97
0] S BAQl v] T @ NASASH U3 g
AE FAG 519 AFE= 9 JHolA =7t o
Bt SFEHE9 AP AXshH 5 37+ AH
& ol-&Z FHspr| Yol A=
ol USCYBERCOM®| A= ‘9F2HE e 95
oA SFAFEE ZT AEA TS A Yot Ato]

o Jgrele) shjo] thaluA Fiet9)

ot

2
#

18 ok

19

o o g &

4.2. & (SPACEFOR-KOR) 414

o] L2 20223 12¢9 14¢ 1 =shE E35ke] ujAd

30 W33l st vt SRt u] A
(SPACEFOR-KOR)' & A3ttt 3t u] 9%

uj=o] 2& gio| et Al WA S FH=A

A AR B GPS, 9454 TE ARE 29T Aol
029 X N 9F2L PE AULH, $FAR 5 5

28) U.S. Department of Defense, Office of the Under Secretary of
Defense (Comptroller/Chief Financial Officer), United States
Department of Defense Fiscal Year 2023 Budget Request:
Defense Budget Overview, April 2022.

29) ZMM, “B=9 2F27|9 0|-5-2 7t AENRFEY, =M &
H A4, 2023.

37



0|8, el

o, BHoME HeA she 2244 ARl B4 5 3l
Aeo] T See PAY Ao BIITk0

USCYBERCOM=Z 8t 1] §5+- A4S 98l 20234
of ‘AlolwFzt S o tigt okt 1129 S TSI
T30 o]& Alo|g7tof| tigk 1049 27 E3HE 2022
AAEY] I ik gpHETE 89 vt S H &
Holm32), 2021FAAE A4F oF 1009 G HETH= 129
287t 3715t Zo|th.33)34)

uj=9] 3t v| 575 B3t
3} olf= vl M AR Al F+397) 1]
Fofl AujAd 98 58S Al 7191 e 5
of FiL QUrh= AHo] Ur}.36) W] F7HE=(DNDo]
Ugohs AHYPFEHETA 20231 TN o5k H]
=0 JEE F= A7IE S Aok B olfte g B
Skal, o] H7HEY At JERE FAIF o FEASHTH
o] ¥ B3hS e 7|(WMD) T2 13y} 22 9]
A0l A Adsty] flsh HA o Aoy Ax &
FAEA G2 AE FES TR EY S0 T A
olgtil Hrietgict. Eeh Hwotal WS Afo]H] Ampo]
Felet Aol WX, AtolH FA | B3t o] 3lom 27U
3 et PeHog 715HQ1 Aloly FHof HA3tE o

iz
H1
:‘o

N
2
n

Q3L B3] 5L ujFe lxetet mE 2 YESIES
ZU07 4 Y= ABFS Besa Ao AL,

30) SHI2, “CIE Ato|H M=ol fatu} $t-0] AlO|t QHEEE{o| IiA|”, Ty
HPAIRR, M123, ZEAWH, 2022.

31) U.S. Department of Defense, Office of the Under Secretary of
Defense (Comptroller/Chief Financial Officer), 2022.

32) U.S. Department of Defense, Office of the Under Secretary of
Defense (Comptroller/Chief Financial Officer), United States
Department of Defense Fiscal Year 2022 Budget Request:
Defense Budget Overview, May 2021.

33) Nakasone, Posture Statement Before Senate Armed Services
Committee, March 25, 2021.

34) AOIHAIRS] Ot = & 27702 T8 IO,

35) 1960WC] Oj=1t A9l ‘LA (Space Race) 0| 0= £=9 ‘@
37/t Sdl= /MY A SH NEHRTZYeR SR Q.

36) ZARI-BIAH] ‘2 FSH|Z0|E QI A AKSHA|A EfHE =

A, TEYAUE,;, 2022.12.14..

37) Office of the Director of National Intelligence. Annual Threat
Assessment of the U.S. Intelligence Community, Feb, 2023.
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