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ABSTRACT

Recently, advanced weapon systems such as 3,000-ton submarines and 4.5-generation fighter jets are
being localized, and exports of various weapon systems are increasing significantly. Korea's defense science
and technology level was ranked 9th in the world, and arms system exports were also ranked 9th in the
world in 2020. Meanwhile, cyberattacks seeking advanced weapon system technology are also increasing,
increasing the need for technology protection of export weapon systems as well as technology protection of
defense companies. The Defense Industry Technology Protection Act enacted in 2015 defines defense
technology as defense technology that needs protection among defense science and technology and enforces
the establishment of defense technology protection systems for defense companies. However, there is no
system to protect the technology of the weapons system, which is increasing in exports, and there is no test
evaluation field until the pre-test evaluation stage of weapons system research and development. In this
paper, as a way to protect the defense technology of weapons systems, we studied the weapon system
anti-tamping test evaluation process applicable to the defense weapons system research and development
process. The proposed method investigated the test evaluation trend of cryptographic modules similar to the
anti-tampering test evaluation, and proposed a process including the organization and role necessary for the
test evaluation of anti-tampering technology after research and development by referring to security

requirements and test requirements.
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